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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
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Genesis Block - 03/01/2009
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Bitcoin was created by a group of developers lead by the famed
pseudonym “Satoshi Nakomoto®™ who has never revealed his/her
real identity. Satoshi could also represent the entire group.

FATF issues warming
about digital currencies Amagi makes its first R University of
e ¢ old sale for Bitcoin! Bitcoin ruled as currency Nicosia in Cyprus
T!n first B:!co-n tragucﬂgﬂ v by Texas judge. 3 < Bitcos

Bitcoin reaches parity

SO : FBI shuts down Microsoft
and Hal Finney. It works! with US Dollar. SilkRoad. accepts Bitcoin
L J
st Dec,
- é

AmaGH 2014
12nanz
Sep.
mn
the first Block is mined! s'::'n xmsl Bloomberg adds ® Overstock.com now
Bitcoms now exst! 10,000 BYC was spent on one Fiest Bitooin ATM D70 10 the tiokert Bitcoin hits $1,000 accepts Bitcoin
pizza in the first real-world Bitcon Is unveiled (after massive drop)

transaction in Jacsonville, FL




z: ComDesk W Follow

pDindesk

Freshly-delivered Papa John's pizza at the CoinDesk office -
Happy #BitcoinPizzaDay everyone!

8:31 AM - 22 May 2014

« T332 V23

Naquela época, 10000 bitcoins valiam cerca de 41 délares, hoje, 22
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e« Block Height: 171

*« Transaction Count: 2

« Difficulty: 1

» Created at: 2014-12-16T21:40:15Z

« Reward: 50 BTC

o Total Sent: 10 BTC

e« Sijze: 490 bytes

« TX HASH (generation): blfea52486ce0c62bb442b530a3f0132b826¢c74e473d1f2c220bfa78111c5082
« TX HASH (sent to Hal): f4184fc596403b9d638783cf57adfe4c75c605f6356fbc91338530e9831e9e16

Dificuldade atual: ~286 milhdes
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Bitcoin Block Reward Halving Countdown
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Reward-Drop ETA date: 02 Jul 2020 01:01:19

The Bitcoin block mining reward halves every 210,000 blocks, the coin reward will decrease from 12 to 6 coins.
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COINDESK BITCOIN PRICE INDEX, BTC/$
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Miners' create Bitcoins by using
mputers to solve mathematical
functions The process also

verilies previous transactions

SAme

WORLDWIDE, DECENTRALISED
PEER-TO-PEERNETWORK
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How blockchain works

A blockchain is a database shared by every participant in a given system. The blockchain
stores the complete transaction history of a cryptocurrency or other record keeping system.

. blockchain
new transaction

4 D
block 102 transactions
Se— block 103 transactions
transaction
gate 0
(A process that bIOCk 1 03 transactlons
ensure only valid
entries are added) . J

Transactions aren’t recognized until they are added to the blockchain. Tampering is
immediately evident, and the blockchain is safe as record because everyone has a
copy. The source of discrepancies is also immediately obvious.

From http://zdnet.com/blog/hinchcliffe on @m by Dion Hinchcliffe
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BlockHash

Summary

Number Of Transactions
Height

Block Reward
Timestamp

Mined by

Merkle Root

Block #443453

143453 (Mainchain)

Difficulty
Bits

Size (bytes)
Version

Nonce
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How China Took Center Stage in Bitcoin’s Civil War

SHEEAIPXNER  Read in Chinese

By NATHANIEL POPPER JUNE 29, 2016
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This page does not represent the entire state of the ethereum network - listing a node on this page is a voluntary process.

e—r



BUSINESS

— INSIDER
UK

Digital currency Ethereum is cratering because of a $50
million hack
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The value of the digital currency
Ethereum has dropped
dramatically amid an apparent
huge attack targeting an
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W3C » Web Payments Activity

WEB PAYMENTS AT W3C

Making Payments Easy on the Web

[WEB 6 PAINENT] :
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W3C

Payment is an essential element of trade and commerce, and "digital
interactions are expected to influence 64 cents of every dollar spent in
retail stores by the end of 2015. However, behind these impressive
numbers, the payment landscape is quickly changing. and new
challenges are appearing. For instance, the average shopping cart
abandonment rate is 69% across all devices, and even higher on
mobile. A variety of factors are limiting the potential of ecommerce,
from the high level fraud related to credit card payments, to the
fragmentation of payment solutions available on the Web but not
available on all merchant sites or on all devices.

At the same time, there is a growing interest from businesses to find

alternatives to business models based on advertisement. These alternatives include e.g. in-app
payments, or micropayments that are today challenging due to a variety of factors such as
heterogeneity and number of payment options to support, or the inability for existing payment
systems to cope with very small payments.




